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Abstract

In multi-agent reinforcement learning (MARL), shared replay buffers and inter-agent
memory exchange introduce vulnerability to memory poisoning attacks. This work
proposes a confidence-weighted memory validation mechanism integrated into the
experience sharing pipeline. Each memory entry is assigned a trust score derived from
temporal consistency and reward deviation metrics. A Bayesian filtering process
excludes anomalous transitions before propagation to peer agents. Experiments were
conducted on cooperative navigation and resource allocation benchmarks with 12-24
agents. Under a 20% poisoning injection rate, baseline MARL performance dropped by
37.8%, whereas the proposed defense limited degradation to 11.4%. Convergence time
improved by 23.6% compared to anomaly-blind training.The method effectively
mitigates adversarial memory contamination in collaborative reinforcement learning
environments.
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1. Introduction

Multi-agent reinforcement learning (MARL) has become an important framework for
cooperative decision-making in robotics, network control, scheduling, and autonomous
systems. Its strength lies in distributed interaction, coordinated policy improvement, and
collective adaptation across multiple decision-making agents. In cooperative environments,
agents often improve learning efficiency by exchanging experiences through shared replay
buffers, message-passing modules, or parameter-sharing strategies [1]. These collaborative
mechanisms support faster convergence and better use of training data, but they also
introduce a critical security concern [2]. Once corrupted transitions enter a shared memory
pipeline, the harmful effect is no longer limited to a single learner. Instead, poisoned
experience can be repeatedly sampled, propagated to peer agents, and embedded into the
broader coordination process. Recent surveys have therefore identified adversarial
robustness as a central challenge in cooperative MARL, especially when the compromise of
one channel can influence the behavior of the whole team [3]. This concern has become more
urgent with recent evidence showing that memory corruption in collaborative environments
can propagate over time and require dedicated repair mechanisms, rather than being treated
as a transient disturbance [4]. Recent studies have shown that MARL is vulnerable to a range
of training-time and execution-time attacks. Existing work has demonstrated that mixed
action and reward poisoning can substantially degrade online MARL performance even when
the attacker has only limited prior knowledge [5,6]. Related studies have shown that
manipulating the experience or behavior of only one agent may be enough to contaminate the
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policy development of the entire cooperative group [7]. Observation poisoning has also been
reported to cause clear performance degradation under subtle input manipulation, indicating
that MARL policies remain sensitive even when the attack is not visually obvious or
structurally large [8,9]. More recent work has extended this line of research to coordinated
attack designs against cooperative MARL systems, including strategies that jointly target a
primary victim and nearby assisting agents in order to amplify disruption across the team
[10,11]. Taken together, these findings show that cooperative learning provides clear
efficiency gains, but it also creates direct pathways through which adversarial effects can
spread across multiple learners. Most existing attack studies in MARL focus on perturbing
observations, actions, or rewards. Although this line of work is important, memory poisoning
operates through a different mechanism and should be studied separately. In off-policy and
cooperative MARL, replay memory strongly influences what each agent learns, how quickly
value estimates stabilize, and which state-action patterns are reinforced during training. Even
under benign conditions, replay design has been shown to affect both convergence behavior
and final performance [12]. This makes replay memory a particularly sensitive target in
adversarial settings. Once malicious transitions are inserted into the replay stream, their
effect may persist because the same contaminated samples can be reused many times during
critic updates, target estimation, and coordinated policy refinement. The danger becomes
greater in cooperative MARL because agents commonly share trajectories, transmit
compressed memory summaries, or train centralized critics on pooled experience. Under
these conditions, poisoned memory is not merely a one-step perturbation. It can become a
durable source of statistical bias that gradually reshapes joint policy learning and weakens
coordination quality. A broader literature on reinforcement learning security further confirms
that poisoning during training is both practical and consequential. Backdoor poisoning studies
in deep reinforcement learning have shown that malicious training signals can implant hidden
attack behaviors while preserving apparently normal task performance during most of the
training process [13]. Other work has shown that targeted poisoning can manipulate training
data in a way that increases the likelihood of specific undesirable outcomes, even when the
global training objective appears unchanged [14,15]. Certified defense methods proposed for
poisoning attacks in offline reinforcement learning also point to replay data and training
datasets as core security targets in modern RL pipelines. Although these studies were not
designed specifically for cooperative replay sharing in MARL, they make one point clear: data
poisoning in reinforcement learning is not a peripheral issue. It directly affects policy
reliability, convergence stability, and operational safety. Once experience quality is
compromised, the resulting policy may remain vulnerable even if the attack is sparse, delayed,
or difficult to detect from short-term reward trends. Despite this progress, current defense
strategies still have important limitations. Many robust MARL methods are designed for state-
adversarial or observation-level perturbations rather than for poisoned memory entries that
have already entered the replay pipeline. Methods developed for robust variants of
cooperative value decomposition can improve resilience under state perturbation, and related
robust optimization schemes can reduce performance loss under adversarial input shifts
[16,17]. However, these approaches generally do not verify whether stored transitions
themselves are trustworthy before they are sampled again. As a result, they address the
downstream effect of contamination more directly than its origin. This distinction matters in
cooperative off-policy learning, where replay memory is not a passive storage unit but an
active mechanism that shapes the gradient signal throughout training. Another limitation is
that many current defenses rely on adversarial training or robust optimization assumptions.
These methods may be effective when the perturbation type is known in advance or when the
attack pattern remains relatively stable. In realistic cooperative settings, however, poisoning
may be sparse, delayed, weakly structured, or intentionally mixed with normal transitions to
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avoid detection. Under such conditions, policy-level robustness alone may not be sufficient. A
transition that appears individually plausible may still be harmful when viewed against the
recent temporal behavior of an agent, the reward structure of the task, or the consistency of
shared experience across agents. This challenge becomes even more pronounced in
collaborative systems where information reuse is frequent. If suspicious transitions are
allowed to circulate freely through the replay mechanism, even a mild attack can accumulate
into a persistent distortion of policy updates. The experimental scope of the current literature
also remains limited. Several studies successfully demonstrate attack impact on standard
cooperative benchmarks, but many still rely on a small number of agents, short training
horizons, or simplified attack settings that do not reflect practical collaborative learning
pipelines. Some investigations are conducted in single-agent RL settings and therefore cannot
capture the propagation effect that emerges when contaminated experience is exchanged
among multiple learners. Other studies evaluate poisoning only at the observation or reward
level, without explicitly modeling repeated contamination through replay reuse and inter-
agent sharing. Because of these limitations, important questions remain insufficiently
explored: how poisoned transitions spread through shared memory structures, how rapidly
trust in replayed experience should decay after suspicious behavior is detected, and which
validation rules can remove harmful samples without unnecessarily discarding useful
information. These questions are central to the deployment of secure cooperative learning
systems, yet they have not been studied with enough depth at the memory-management level.
These gaps point to the need for a defense that operates directly on shared memory rather
than relying only on robust policy training after contamination has already influenced the
update process. In cooperative MARL, an effective memory-level defense should do more than
reject obvious outliers. It should evaluate whether each transition is consistent with recent
temporal patterns, whether the observed reward is plausible under the current interaction
context, and whether the transition is safe to propagate to peer agents through replay sharing.
This requirement is particularly important when the attacker tries to remain hidden by
mixing malicious transitions with valid ones. Under such circumstances, unconditional replay
sharing becomes a structural weakness. A trust-aware memory filter can therefore serve as a
practical complement to robust policy learning by reducing contamination before poisoned
samples affect critics, value targets, and cross-agent coordination. Recent work on poisoning
resilience in reinforcement learning supports this direction by showing that the quality
control of stored experience is essential for reliable training under adversarial data
manipulation [18]. This study proposes a confidence-weighted memory validation mechanism
for cooperative MARL under poisoning attacks. Each replayed transition is assigned a trust
score derived from temporal consistency and reward deviation, and a Bayesian filtering step
is used to remove suspicious samples before they are propagated across agents. Unlike
conventional replay usage, which treats stored experience as equally reusable once admitted
into memory, the proposed framework views experience sharing as a controlled and
continuously evaluated process. The contribution of this design lies not only in attack
mitigation, but also in reframing shared replay as a security-sensitive component of
cooperative learning. By placing the main defense at the memory update stage, the proposed
method targets the point at which poisoning first enters and begins to spread through the
collaborative pipeline. The purpose of this study is therefore to improve robustness against
memory contamination while preserving the learning efficiency that makes cooperative MARL
attractive in the first place. In this context, the work aims to clarify whether trust-aware
replay validation can reduce performance degradation under poisoning, support more stable
convergence than unfiltered replay training, and provide a practical foundation for secure
shared-memory learning in multi-agent systems. From a broader perspective, this study
contributes to the reliability and safe deployment of cooperative MARL in real-world domains
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where experience sharing is necessary, but the trustworthiness of shared data cannot be
taken for granted.

2.Materials and Methods

2.1 Experimental Environment and Data Generation

The experiments were carried out in two cooperative multi-agent reinforcement learning
environments: cooperative navigation and distributed resource allocation. These tasks are
commonly used to test coordination among agents. The number of agents ranged from 12 to
24 depending on the task setting. During training, each agent generated sequences of states,
actions, rewards, and next states. These transition records were stored in a shared replay
buffer for policy updates. Each training run produced several million transition samples. To
test robustness under adversarial conditions, poisoned transitions were inserted into the
replay memory during training. The poisoning rate was controlled at several levels, with a
maximum of 20% malicious samples mixed with normal experience data.

2.2 Experimental Design and Baseline Comparison

Two training pipelines were examined. The experimental group used the proposed memory
validation mechanism, which evaluates each transition before it is shared with other agents.
The control group used a standard MARL training process with a shared replay buffer and no
validation step. Both groups used the same policy network structure, learning rate,
exploration strategy, and training schedule. This setup ensured that the only difference
between the two groups was the memory validation process. Experiments were repeated
under different poisoning rates to examine how memory contamination affects learning
performance. Evaluation indicators included cumulative reward, task success rate, and
training convergence time.

2.3 Measurement Procedure and Quality Control

Training results were recorded during the learning process. The cumulative reward and task
success rate were calculated over multiple episodes. To reduce the influence of random
variation, each experiment was repeated ten times with different random seeds. The mean
value and standard deviation were then calculated for each metric. Replay memory was also
monitored during training to identify unusual reward values and abnormal state transitions.
These checks helped ensure that the experimental results reflected stable learning behavior
rather than random fluctuations. All experiments were conducted on the same computing
platform to keep the measurement conditions consistent.

2.4 Data Processing and Model Formulation

The proposed defense method assigns a trust score to each transition before it enters the
shared replay buffer. The score is calculated using two indicators: temporal consistency and
reward deviation. Temporal consistency measures whether the state transition follows the
expected system dynamics. Reward deviation measures the difference between the observed
reward and the predicted reward value. The trust score T; for transition i is defined as

Ti: €xp ( 'xletate')\Z Dreward)
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where D, represents the inconsistency of the state transition, D..-q represents the reward
deviation, and A; and A; are weighting parameters.

A Bayesian filtering rule is then applied to determine whether the transition should be
accepted. The probability that a transition is valid is calculated as

P(x;|valid)P(valid)
P(x;)

Transitions with probability lower than a predefined threshold are removed before
experience sharing.

P(valid|x;)=

2.5 Performance Evaluation Metrics

Several indicators were used to evaluate the effectiveness of the proposed defense. The
cumulative reward reflects the overall performance of the cooperative task. Convergence time
measures the number of training steps required for the policy to reach stable performance.
The performance degradation ratio is used to measure the influence of poisoning attacks on
learning outcomes. In addition, defense effectiveness is evaluated by comparing reward loss
under poisoning conditions between the protected and unprotected training pipelines. These
indicators provide a clear assessment of robustness, learning stability, and the ability of the
proposed method to reduce the impact of poisoned memory entries.

3.Results and Discussion

3.1 Impact of memory poisoning on learning performance

The experiments show that memory poisoning has a clear effect on cooperative MARL
performance. When 20% poisoned transitions were inserted into the replay buffer, the
baseline method showed a performance drop of 37.8%. In contrast, the proposed defense
limited the drop to 11.4%. This result shows that replay memory validation can reduce the
spread of corrupted transitions among agents. The structure of shared replay learning is
illustrated in Fig. 1, where experiences collected by different agents are stored in the same
memory pool. Earlier studies reported that shared replay buffers improve learning efficiency,
but they also allow poisoned samples to affect many agents if no validation step is used
[19,20]. The results here show that filtering suspicious transitions before sharing can reduce
this risk.
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Figure 1. Shared replay memory structure used for experience exchange among agents in cooperative MARL.
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3.2 Influence on convergence speed

The proposed method also improved training convergence under attack. Compared with the
baseline method, convergence time improved by about 23.6%. Poisoned memory often causes
unstable learning because incorrect reward signals or state transitions are repeatedly
sampled during training. By removing suspicious transitions before replay, the proposed
method reduced the number of harmful samples used during policy updates. Earlier studies
have shown that replay buffer design and experience selection strongly affect MARL learning
speed even under normal conditions. The present result confirms that replay quality becomes
even more important when adversarial data are present [21,22].

3.3 Effect of trust-based filtering

The improvement in robustness mainly comes from the trust-based filtering mechanism. Each
transition receives a score based on temporal consistency and reward deviation. Transitions
with low scores are removed before they are shared with other agents. The process is
illustrated in Fig. 2, where replay entries are evaluated before reuse. This design allows the
learning system to distinguish suspicious transitions from normal experience [23]. Many
previous studies on MARL security focus on observation or action attacks, while fewer studies
examine validation of replay memory itself. The present results show that memory-level
screening can provide an effective defense when attacks target the experience-sharing
pipeline.
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Figure 2:Screening process of replay buffer samples before reuse during multi-agent training.

3.4 Comparison with previous work and limitations

Compared with earlier research, this study focuses directly on replay buffer security in
cooperative MARL. Most previous defenses improve robustness through policy design or
adversarial training, while the replay pipeline itself is rarely examined. The current results
show that protecting the memory stage can reduce performance loss under poisoning attacks.
However, several limitations remain. The experiments were conducted on benchmark
cooperative tasks with 12-24 agents, and more complex environments should be examined in
future work. In addition, the validation rule uses temporal consistency and reward deviation
only. Other signals, such as agent agreement or critic uncertainty, may help detect poisoned
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samples more accurately. Further work is required before the method can be applied to larger
cooperative learning systems.

4.Conclusion

This study examines a defense method against memory poisoning in multi-agent
reinforcement learning. The method adds a trust-based validation step to the replay memory
process. Each transition is checked using temporal consistency and reward deviation before it
is shared with other agents. Experimental results show that the method reduces the influence
of poisoned samples during cooperative learning. When 20% poisoned transitions were
inserted into the replay buffer, the performance loss decreased from 37.8% in the baseline
method to 11.4%. Training convergence also became faster because corrupted experiences
were removed before repeated sampling. These results show that replay memory validation
can improve the robustness of cooperative reinforcement learning systems. The method
offers a practical way to protect experience sharing in multi-agent environments where
agents depend on shared memory for policy learning. However, several limitations remain.
The experiments were carried out on benchmark cooperative tasks with a limited number of
agents. More complex environments and larger agent groups should be studied in future work.
In addition, the current validation rule uses only temporal information and reward signals.
Other indicators, such as agreement among agents or uncertainty in value estimates, may help
detect poisoned transitions more accurately.
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