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Abstract

Memory poisoning often alters statistical properties of shared state representations.
This study proposes an entropy-based monitoring mechanism to detect anomalous
memory distributions in collaborative agent environments. Shannon entropy and
conditional entropy metrics are computed over memory state vectors at each
synchronization step. A divergence threshold based on Kullback-Leibler distance
identifies suspicious memory updates. Experiments were conducted on distributed
planning simulations with 150 agents and controlled poisoning injection rates from 5%
to 30%. Detection precision reached 93.1% and recall 88.7% at a divergence threshold
of 0.27. Early intervention reduced system-wide contamination by 48.3% compared
with no monitoring. Entropy-driven detection provides a lightweight and scalable
solution for preserving memory integrity.
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1. Introduction

Multi-agent systems (MAS) are increasingly used in tasks that require coordinated perception,
distributed planning, cooperative control, and autonomous decision-making [1]. In these
systems, agents often rely on shared memory, synchronized state representations, or common
information buffers to exchange observations, maintain task consistency, and support joint
actions [2]. The reliability of such shared information has a direct influence on overall system
performance, particularly in large-scale and dynamic environments where agents repeatedly
update and reuse common states [3]. Once the shared memory layer is corrupted, the effect
may not remain local. Instead, it can propagate through repeated synchronization, influence
normal agents over time, and gradually weaken the stability and reliability of the entire
collaborative process [4]. Recent studies have shown that poisoned memory in collaborative
agent environments may persist across multiple interaction rounds and continue to affect
later decisions even after the initial attack source is no longer active [5]. This risk makes
memory integrity a critical issue in secure multi-agent collaboration. Existing studies on MAS
security have mainly focused on communication attacks, false-data injection, denial-of-service
attacks, adversarial observations, and resilient consensus control [6,7]. A large body of work
has developed mechanisms to detect abnormal signals, secure communication links, and
preserve coordination under hostile external conditions [8]. These studies have greatly
improved the understanding of secure cooperation in distributed systems. Even so, their
primary concern is usually external inputs, communication channels, sensor signals, or
control commands [9]. In practical multi-agent environments, agents do not depend only on
real-time interaction. They also use stored state summaries, synchronized memory structures,
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historical records, and intermediate task representations to support later decisions [10].
When these internal memory states are poisoned, the abnormality may remain hidden for
several synchronization cycles before visible system degradation appears. This delayed effect
makes memory poisoning harder to identify than direct communication interference, because
the corrupted information can be repeatedly reused and amplified within normal
collaboration dynamics [11]. Related research on poisoning attacks and backdoor threats in
intelligent agents provides further evidence that internal representations are important
attack targets. In reinforcement learning and multi-agent learning, poisoning can alter
rewards, training samples, local observations, or value estimates, which may lead to biased
policies, unstable convergence, or sustained performance loss [12]. In LLM-based multi-agent
systems, malicious prompts, hidden backdoors, and manipulated reasoning traces have also
been shown to influence intermediate memory states and later collaborative decisions. These
findings suggest that the vulnerability of intelligent agents is not limited to external data
streams. The internal memory layer itself can become a channel through which harmful
information accumulates and spreads. However, much of the existing work still emphasizes
attack construction, adversarial effectiveness, or robustness improvement during training.
Comparatively less attention has been given to the online monitoring of shared memory after
deployment, especially in settings where poisoning propagates gradually through multi-agent
synchronization rather than causing an immediate and obvious failure. This gap is important
because memory poisoning in collaborative systems has several characteristics that
distinguish it from conventional attack models. Its impact is often cumulative rather than
instantaneous. The abnormal signal may be statistically weak at the beginning, yet repeated
synchronization can magnify the deviation and eventually influence many otherwise normal
agents [13]. In addition, the propagation process is closely tied to the structure of shared state
updates, which means that harmful memory changes may appear as subtle distributional
shifts rather than as obvious communication anomalies. Defense strategies that depend
heavily on specific learning architectures, predefined attack assumptions, or task-dependent
supervision may therefore be difficult to generalize across different collaborative systems.
Another limitation in the literature is that defense performance is often judged mainly by final
task accuracy, success rate, or control stability. These end-point measures are useful, but they
do not fully answer whether early statistical changes in shared memory can provide warning
signals before large-scale contamination occurs. This issue becomes even more important in
large distributed environments, where delayed detection can allow poisoned updates to
spread widely before any corrective action is triggered. Anomaly detection methods based on
statistical and information-theoretic measures offer a promising direction for addressing this
problem [14]. Entropy-based methods are particularly attractive because they characterize
uncertainty, structural disorder, and dependency change in complex data without requiring
strong assumptions about every variable in the system. Shannon entropy is widely used to
describe disorder in a state distribution, while conditional entropy can capture changes in
dependency structure between related variables. Kullback-Leibler divergence is also a
common tool for measuring the discrepancy between an observed distribution and an
expected reference distribution [15,16]. These measures are computationally efficient,
interpretable, and suitable for online update, which makes them well matched to large-scale
distributed environments where system states evolve continuously. Although information-
based detection has been applied in traffic analysis, out-of-distribution monitoring, fault
diagnosis, and general anomaly detection, its use for protecting shared memory during multi-
agent synchronization remains limited. In particular, there is still a lack of work that treats the
shared memory layer itself as the primary object of online security monitoring. Several
unresolved issues therefore remain in the current literature. Memory poisoning under shared
multi-agent state synchronization has not yet been examined with sufficient depth, especially
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from the perspective of propagation dynamics and early warning. Many available defenses are
closely tied to particular attack settings, model structures, or training schemes, which
restricts their use in broader collaborative environments [17]. The statistical behavior of
poisoned memory updates before visible system failure is also not well understood, leaving
open the question of whether low-cost online indicators can detect contamination in time. In
addition, many related experiments are conducted under relatively limited settings or
moderate system scales, which makes it difficult to judge how well existing methods perform
when the number of agents and synchronization frequency increase. These gaps indicate the
need for a detection framework that is lightweight, online, model-agnostic, and directly
targeted at the shared memory layer where contamination can accumulate over time. This
study proposes an entropy-based anomaly detection method for memory integrity
preservation in multi-agent systems. The core assumption is that poisoned memory updates
alter the statistical distribution and dependency structure of shared state vectors before
severe behavioral failure becomes visible. Based on this assumption, the proposed framework
monitors shared memory at each synchronization step by computing Shannon entropy and
conditional entropy to capture uncertainty variation and structural change. A divergence
criterion derived from Kullback-Leibler distance is then used to identify suspicious updates
and trigger early intervention. Unlike many existing approaches that focus mainly on
communication signals, external inputs, or robustness at the training stage, the proposed
method directly targets the shared memory layer where corrupted information can
accumulate and propagate across agents. The significance of this work lies in two aspects.
From a methodological perspective, it introduces an online and statistically grounded
mechanism for detecting abnormal memory evolution in collaborative agent environments.
From an application perspective, it provides a practical way to reduce system-wide
contamination risk in distributed MAS without requiring detailed knowledge of a specific
attack model or a particular learning architecture. The study therefore aims to determine
whether entropy-based monitoring can detect poisoned memory updates accurately and in a
timely manner, and whether such early detection can effectively limit the propagation of
contamination in large multi-agent environments.

2.Materials and Methods

2.1. Sample and Study Environment

The experiments were carried out in a simulated distributed planning environment designed
for collaborative multi-agent decision-making under repeated memory synchronization. A
total of 150 agents were included in the system, and each agent maintained a local memory
state vector that was updated through interaction and periodic synchronization with
neighboring or shared system states. The study focused on memory integrity under
adversarial disturbance, with particular attention to the statistical changes caused by
poisoned updates. The simulation environment was built to reflect a large-scale cooperative
setting in which agents exchanged task-related state information over multiple rounds.
Poisoning injection rates were set at 5%, 10%, 20%, and 30% to represent different levels of
attack intensity. For each condition, multiple runs were conducted under the same planning
rules to reduce random effects and to ensure that the observed changes were caused by
memory corruption rather than by normal variation in system behavior.
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2.2. Experimental Design and Control Setting

The study used a controlled comparative design with one normal condition and several
poisoning conditions. In the control setting, all agents exchanged clean memory updates
during synchronization, and no malicious perturbation was introduced. In the experimental
settings, a fixed proportion of memory updates was deliberately altered before
synchronization to simulate poisoning behavior. The purpose of this design was to compare
the statistical behavior of shared memory under normal and abnormal conditions and to test
whether entropy-based monitoring could separate these two cases in a stable way. The
selected poisoning rates covered mild, moderate, and severe disturbance levels, which made it
possible to examine how detection performance changed with attack strength. The
comparison between monitored and unmonitored systems was also included to assess
whether early anomaly detection could reduce the spread of corrupted memory across the
agent population. This design provided a direct basis for evaluating both detection accuracy
and intervention effect.

2.3. Measurement Procedure and Quality Control

At each synchronization step, the memory state vectors collected from the agent group were
converted into probability distributions for statistical analysis. Shannon entropy was used to
describe the uncertainty of the current memory distribution, while conditional entropy was
used to measure changes in dependence between synchronized memory states. Kullback-
Leibler divergence was then calculated between the observed memory distribution and the
reference distribution to determine whether the current update should be marked as
suspicious. To keep the measurements consistent, all state vectors were normalized before
entropy and divergence values were computed. The same synchronization interval, poisoning
rule, and detection threshold search range were applied across all trials. Repeated
experiments were performed under each poisoning level, and the reported results were
obtained from the aggregated outputs rather than from a single run. In addition, abnormal
values caused by numerical instability in very small probabilities were controlled by adding a
small smoothing constant during probability estimation. These steps helped maintain the
stability and repeatability of the measurement process.

2.4. Data Processing and Model Formulation

The raw memory state vectors were first standardized and transformed into discrete
probability distributions at each synchronization step. After that, entropy-based indicators
were calculated for each update cycle, and the resulting values were compared across normal
and poisoned conditions. Detection performance was evaluated by precision, recall, and
contamination reduction rate. Shannon entropy was defined as

HX)=- ) p (x) logp (x),
i=1

where p(x;) is the probability of the i-th memory state and n is the number of discrete states.
To measure the deviation between the observed distribution P and the reference distribution
Q, Kullback-Leibler divergence was calculated as

p(x)
q(x)

Dy (PIIQ)= ) p () log
i=1
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A memory update was marked as anomalous when the divergence value exceeded the preset
threshold. In addition, detection precision and recall were calculated as

Precision=5rp TP+FN

where TP, FP, and FN denote true positives, false positives, and false negatives, respectively.
These indicators were used to compare the method across different poisoning levels and
threshold settings.

2.5. Evaluation Strategy and Statistical Analysis

The method was evaluated from two aspects: anomaly detection performance and system-
level protection effect. Detection performance was measured by precision and recall under
different poisoning injection rates and divergence thresholds. System-level protection effect
was assessed by comparing the spread of corrupted memory in systems with monitoring and
systems without monitoring. The threshold value was selected by examining the trade-off
between missed detection and false alarm over repeated trials, and the setting that produced
the best overall balance was used for the main analysis. To reduce the influence of random
fluctuations, each experimental condition was repeated several times, and the mean values
were reported. Changes in contamination level after early intervention were expressed as
percentage reduction relative to the unmonitored condition. This evaluation strategy made it
possible to judge not only whether the method could detect poisoned memory updates, but
also whether it could limit the wider impact of poisoning on collaborative agent behavior.

3.Results and Discussion

3.1. Detection performance at different poisoning levels

The proposed method showed stable detection performance under all poisoning conditions.
When the divergence threshold was set to 0.27, the precision reached 93.1% and the recall
reached 88.7%. These results show that most poisoned memory updates were correctly
identified, while the number of false alarms remained low. The results also showed a clear
link between poisoning rate and detection difficulty. At low injection rates, the changes in
shared memory were relatively small, and some poisoned updates were still close to normal
synchronization patterns. As the poisoning rate increased, the gap between normal and
corrupted memory states became clearer, and detection became more reliable. This result
indicates that the proposed method can capture gradual changes in memory structure, rather
than only strong disturbances [18,19]. Unlike many anomaly detection studies that focus on
traffic data, output labels, or time-series signals, this method works directly on synchronized
memory distributions. This feature makes it more suitable for collaborative multi-agent
systems, where contamination usually spreads through internal state exchange rather than a
single external input channel (Fig. 1).
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Figure 1. Detection performance of the entropy-based method under different memory poisoning rates.
3.2. Effect of early intervention on contamination spread

Early intervention clearly reduced the spread of corrupted memory. Compared with the
system without monitoring, the monitored system reduced overall contamination by 48.3%.
This result shows that suspicious updates can be intercepted during synchronization before
they affect a large number of agents. The effect was most obvious under moderate poisoning
levels. In this range, the attack was strong enough to change the statistical pattern of memory
states, but not yet strong enough to dominate the whole shared state space. Under these
conditions, the monitoring rule worked as an effective filter and blocked repeated
propagation of harmful memory vectors. This finding is different from many earlier studies,
which mainly discuss detection accuracy. In the present study, the main benefit was not only
better identification of abnormal updates, but also better control of later contamination. In
other words, the monitoring step changed the later system state by stopping the spread of
corrupted memory at an early stage [20,21]. This effect is important in multi-agent planning
because even a limited number of poisoned updates may influence many later decisions
through repeated synchronization (Fig. 2).
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Figure 2:Effect of early intervention on the spread of corrupted memory in the multi-agent system.
3.3. Role of entropy and divergence measures

The combined use of Shannon entropy, conditional entropy, and Kullback-Leibler divergence
provided a good balance between detection ability and computational cost. Shannon entropy
described the overall uncertainty of the current memory distribution. Conditional entropy
reflected changes in the dependency structure between synchronized states. Kullback-Leibler
divergence measured how far the current update moved away from the expected distribution.
These three indicators played different roles and complemented each other. Entropy alone
could reflect a rise in uncertainty, but it could not always separate normal fluctuation from
poisoning. Divergence alone was more direct, but its stability improved when the background
uncertainty of the memory state was also considered. The results showed that the combined
scheme worked well in repeated synchronization settings, where poisoned updates did not
always appear as obvious outliers in the raw state space. Compared with deep anomaly
detection models that rely on large network structures, the present method is easier to apply
and easier to explain. This is useful in large distributed systems, where online monitoring
needs to remain simple and efficient, and where interpretable statistical evidence is often
preferred over black-box scores [22,23].
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3.4. Comparison with earlier studies and study limitations

Compared with earlier work, this study offers two main advances. First, it moves the focus
from communication-level anomaly detection to memory-level anomaly detection. This
difference is important because a collaborative multi-agent system may still appear to
function normally even when its shared memory has already been biased. Second, the method
is designed for online use during synchronization, which gives it practical value for systems
that require continuous integrity checking. Earlier studies on anomaly detection in distributed
systems often report good classification performance, but many of them depend on more
complex learning models or are tested on external attack data rather than poisoned internal
memory states. The present results show that a simpler statistical method can still achieve
high precision and recall, while also reducing later contamination. At the same time, this study
has several limitations. The experiments were carried out in a controlled simulation setting
with fixed poisoning rates and a fixed number of 150 agents. Real systems may involve
changing communication structures, unequal trust between agents, and more adaptive attack
behavior. In addition, the current framework uses a fixed divergence threshold. Future work
may consider adaptive threshold selection under changing task conditions. Even with these
limits, the results suggest that entropy-based memory monitoring is a useful way to protect
collaborative systems from hidden memory corruption.

4.Conclusion

This study proposed an entropy-based method to protect memory integrity in multi-agent
systems under poisoning attacks. By monitoring Shannon entropy, conditional entropy, and
Kullback-Leibler divergence during memory synchronization, the method detected abnormal
memory updates with high precision and recall, and it also reduced the spread of corrupted
memory through early intervention. The main value of this work is that it moves attention
from external communication anomalies to the internal reliability of shared memory, which
plays an important role in collaborative agent systems but has received less attention in
previous studies. The results show that simple statistical measures can provide clear and
reliable signals for online monitoring without adding high computational cost. This makes the
method useful for distributed planning and other cooperative tasks that depend on stable
memory exchange among many agents. The study also shows good potential for use in secure
autonomous systems, distributed robotics, and other large collaborative platforms where
hidden memory corruption may affect later decisions. At the same time, the present results
were obtained in a controlled simulation environment with fixed poisoning rates and a fixed
number of agents. Further work is still needed under more complex conditions, such as
dynamic network structures, adaptive attack strategies, and different memory update rules.
Future studies should also examine adaptive threshold selection and test the method in real
multi-agent applications. Overall, the findings suggest that entropy-based memory monitoring
is a practical and scalable way to improve the reliability of collaborative intelligent systems.
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